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What I did in last year at Macau? (Bl EFE R TTLNT 472 )

e We are the Information Security Professional service company who provide service of InfoSec Compliance audit and consulting 1n Asia, in last
year at the Macau Special Administrative Region of the People's Republic of China we did perform around seventy or up gap analysis projects
for Macau Cybersecurity Law ("MCSL"). Our coverage included government department, critical infrastructure ﬁnancial institute, and
entertainment Group. ?}MI\] = T M Hh X 42 EInfoSec A1 H 1T Fu &k 18 i 51 2 B ﬁ/\ﬂﬁ%ﬁx\ 7 * F 15 A e o [ ] 4 A T’TBC X,

BATTF BT KL70 - l?%ﬁ%%i%/ﬁiﬂm%ﬁ/\xf ( "MCSL” ) =4 E . ﬁﬂl]%%%ﬁi @hﬁﬁiiﬁ“ﬂﬁl? %%ﬁﬁﬁﬂﬁx
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* We performed the gap analysis by designed questronnarre online interview , face to face interview and technical network scanning. & {138 31 % 1T

ﬂ% EEF® BT TR A N A EHT T R E
e We take four and half months for finished our job. F A1 H W/~ F W 58] 5 &% &A1 85 TA4E
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The similarities of Hong Kong Special Administrative Region and Macau Special Administrative Region in the information security regulatory environment

(B AT B E R PR AT R E A B2 2k AIREE oM [ Z %)

We can take Macau SAR as an exam le for forecast what will happen if Hong Kong SAR deploy the similar Cybersecurity Law. 417 A DL | THEF B AT B X %
%,UM%%ﬁ%%%ﬂﬁE$% Sy KT 25> 2K AT 4o

Because: F # :

e The Cybersecurity Law for SAR of China will inheritance some of the same factors from China Cybersecurity Law with no doubt. Specially in the method
of classification model in data sensitive level, also in definition and requirement of data storage transborder law. T [F £ [X B B 28 22 4 3614 T0 58 4% 7K

S e At — AT B, B R AR R EE N A K BE ik, MR BRI Rt B

e In both Special Administrative Region they have a lot of companies are international company or transborder business around the world. They need to
compile the law and regulation from around world included listed company requirement , industrial compliance , vatious privacy law and taxes ot business
regulation etc.. And all of those law, regulation and compliance have requirement in Information Security Management and Operaﬁon T X W47 %J

&E AT HR % Qﬂmﬁlﬁﬁﬂ%%ﬁ%%ﬁﬁ®7%%~®? &m %L?%S_%%ﬂﬁiﬁﬁﬂm, AFEETAFEK,
WA %ﬂ%ﬂ&%%%%ﬁﬁ&&% FTA X sk, etz ﬁA”ﬁ%Kﬁ%ﬁ%?

e In both In both Special Administrative Region most of the company are both following the same or similar International Information technical
management system included the formate of policy , procedure and management system. 7£ X B MF A AT B X 3, BT A /A ] #5E A AH B 804 L8 E
ﬁﬁmﬁﬁﬁ@%%,hﬁﬁﬁ e 7 An g AR R Ao

e In both In both Special Administrative Region most of the company using techmcal device, secunty safeguard device, technology are provided by english

based Western vendor, included the support and management services provider. 7£ X Vjﬁj/\%" AT B X q:’ K 24 \/A\ CIR R ét/\ﬁ'tlﬁa X
Fr &K%m%?%ﬁ%@ﬁffﬁﬁf,ﬁ%i%%*@%%&fﬁ

So the difficulty in technical management layer special in infoSec management, what is happening in Macau SAR will happen in Hong Kong SAR. P DA 3 N & 78
E AR fEinfoSecB I I E M, ARTAENER, EHFEFRELS KL

Actually we seen the similar situation in some of our client in Hong Kong SAR already. We try to mtegrate the multi compliance and regulation reqmrements from
different legal system tor make it more cost effective and efficient. ?;L_t H A1 2 %E;"f%%&%] THRW—&E g FHZT 7'” KA. FATZIRE
R EFREFEERRZN S ﬁAM%M&%? fwHEH &ﬁﬁm@&?
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According to our experience in performing the audit and gap analysis in projects. We find the following issues: AR IFER (I E T H FHATHFIT A E 0N Z
Ko FATKILT [A] AL

Terminology Gap NiE % Jb:
* They are using the different professional language in Information technology | KA1 EZ B ANBAEH B W E ViE= !

* Most of the technical staff be trained to use English technical jargon for perform their work. K % #x % A A A #PE Z 37 JH 3158 K AE WY 35| 3k 3
1T T1E.

* Example:
* Password and Encryption or Cryptography (5585 / 0 A/ 4 55)
* In year 2019 When the Government of People's Republic of China published the China Encryption Law « % H E K %4 % » . Almost of the
Chinese Media included the Technical Ma azmes N ew Paper , TV and KOL the all think China Government try to set up a law to collect and

manage the password of citizen. 2019@‘:]3 HFn E Id(}ﬁ“éﬁﬁ‘]? T K EEREEEY o JLFAAW tlﬂxﬁ%ﬁvﬁ %&j‘ﬂ“m\ T,
WAKOL, e AI1#5A 7y F Bl BT I B %l 2 /ﬁiéﬁﬁiﬁﬁEQ%%x@ .............

* More: logout (& 44?2/ & H?) / Data Masking (#x 35 B ¥k 2/ it 81 2 #t?) / Key Encryption Key (5548 0 55 4872/ 55 AL A 55 74,2 )

* We need to write a Terminology document for synchronise the technology jargon in English | Simplify Chinese and Traditional Chinese , also mapping
with GB and ISO standard for basic, some time we also need to mapping with multi-comp 11ance documents such as HKMA SGMA SOX 404, PCI

D$(EMKBMLW:oumm&mﬁ%%%TmmM%VXﬁ%ﬁﬁ%X ..... m%#x% K SUHRAANIE, T %ﬁ%ﬁ%GB@
1) B0 ISO AR #ATHE ST, AR KNIAREE S 5 A9 KA B4 4 dw HKMA. SGMA. SOX 404. PCI DSS. GDPR\ BASL%& ..... ®F %
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According to our expetience in performing the audit and gap analysis in projects. We find the following issues: RAERANTEIE FHATFITZ QAT Z
Boo FATRKILLT [Pl :

Technology Gap: % AN = Jb:
* Classification Model of Risk X [~ 28 4% Al

* In SAR when performing the infoSec impact analysis for security management, we use the Business impact as a major factor. But under the requirement of
Cybersecurity law the infoSec impact analysis are rely on the < 28 22 44 R R 37 4| J£» (Network Security classification level system) the ma or factor is
classify by national security impact. That means the organisation need to rebuild the Classification Model of Risk. TERHRXFIT L AT EWNE B Z AL
Aﬁﬁ &m&ﬁ%gmﬁﬁigﬁ% @Eﬂ%ﬁA%%%?T BEZAYHIN BT AELALREPHE> , TEAEHE
REAVHHETN L. REREARATERERN S 2 LB,

* National Vulnerability DataBase [E F kg JE 2 & &

* When we are performing the Security Vulnerability scanning and penetration testing we need to release on rely on the Vulnerability DataBase but there are
no vulnerability DataBase can cover all the product on the world. If there are some product only resell in China, that mens only China National
Vulnerability DataBase has recorded their known vulnerabilities. The same situation is existing in most of the counttries. So we always suggest to never or
control the percent of mixing cult-countries technical product. If not the vulnerab1hty management will became complexation. That will also influence the

the effectiveness of security monitoring and incident response. &, 1117 ¥ 4 %?/\//%/]’ %H%afﬁjﬁfrﬁ/ﬂ'] ﬁﬂfﬁﬁ%%’ﬁ%ﬁj/ﬂ %k%%)iLff?)%;ﬁ? {E 2% H I
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According to our experience in performing the audit and gap analysis in projects. We find the following issues: MR #& F A1 £ T H 7 AT H it £ QM 0 4
o BATAKIULT 7] AL :

Legal Gap i £ £

e Cryptographic algorithms and protocols 55 &5 & 3k Fa X
* When we design how to compile the Cryptograph1c algorithms and rotocols law for multi-countries at the same time, we found that is extremely
complex %Ml]lxﬁﬁﬂﬁﬂ HJLL%“ % [ % A5 B A i Pk B %Ml]ﬁyi% & —/NEE A R[] A
 Transborder Data Flows and Data Privacy Law %‘iﬁ B U 0 B AR ]35 A%
. We found there are difficulty to define the storage location and data flow load-balancing with system effectiveness. #1718 LAE & X F i AL & f0 3 35

i B S RS R Ti?y‘ﬁaﬂ?ﬂi | S o

* We also found according to compile the requirement from multi-countries Transborder Data Flows and Data Privacy Law the data base will became

more and more complex , specially in entreatment and service business. H 1L XN, RE L EEFERNE R HIFERAEZNERK, BEEKE =
RS, HHREREFRE LS FE.

Human competency Gap

» Human competency and professional license A B fi¢ 77 Fa & b P8
* In both SAR the information security prof ess1ona1 are holding the CISSP or other Western license tor maintain their professional-ship. Only few peop le

are holding the China CISP license , also the China CISP license are lecturing and exam by Simplify Chinese language. T X WM A AT B [ 15 E
?@%fﬁ%%m FE A CISSP i 45 sk BT 7 iE 5 DR HHEE Wi, HA D 5(/\%7%#:’ HCISP iE 4, T+ ECISP %F’watm)ﬂ 8 A 0
%_‘L ]j ‘I/I\ o)
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Vertical and Horizontal approach in deployment process & & 31 42 W 09 24 17 Fo 4% 1) 7 3
* From the experience of Macau SAR the government is using the Vertical approach in deployment process. That means they will let the government department
deploy the Cybersecurity law at the first, secondly vertically deploy to various industrial segment layer by layer. That is a logical workable method but need time.

ﬁ%xﬂ%i%%%,&ﬂﬁﬁ%xﬁ¢ﬁmﬁﬁﬁi N%%%M%ﬁ%ﬁ&ﬁﬁﬂ%%ﬂ%ﬁA% ﬁF 3 BB E EF B e AT Ak 40
Ho Xax—MaeTEHNTTTE, EFEHHE.

* For Hong Kong SAR according to the number of business company and their size are more larger than Macau SAR. Vertically deploy may take a long time ,
more longer time will make the potential threat or problem will be unexpected. We suggest mixed the Vertical and Horizontal approach in deployment process at
the same time. Hotizontal approach is when deploying the Cyber secutity law in vatious industtial segment layer by layer also using make this as a requirement
of their supporting service prov1de The result will more like a ripple effect for making the deployment enoc can be compressed. & ik 47 7 4T B X 7 ML /A 7]

HEMAAR LR TFNATHRR K. ZEHEIE 4 %%ﬁ&ﬁm et J] A K éﬁ%m%iﬂ e T EFR &MEMﬁ%%ﬁﬁ$ﬂﬁ&A
%@%ggﬁiiﬁgfmﬁimﬁﬁAﬂk%H FEMEW B AER, Wb EY i%%%&f%%ﬁo¢%%§%%~léﬁﬁﬁ
H % & o

Educational approach
* Training of Expert in Technology - increase the number of CISP let them know the ditferent in both Chinese and Westetn roducts , also learn how to integrate

;[}}(6%750 ‘:]Sther in same technical framework. 3 K & K £ 1)) W mCISPHy $ &, LM T PSR ZA, }F =] ﬁHT’H CA1E 4 3| F — %“SL(
TR W,

* Training of Expert in Security Management - increase the number of expert in Security Management system sp ecial focus on compliance and regulation of both

Chinese and Western requirement from different legal framework & 2% 8 £ F 3| - ﬁﬂﬁ/\ FQEE A é}fﬂ?% W3 &, 4575 ié TR E A ]Q EARAEZE By
V7 BRI A

Grace period T, P%ﬁ%]

* Grace period is extremely important for all the organisation when deploying the Cybetsecurity law. According to the requlrement of staff training , production

selection and re lacement redes1 n the Class1ﬁcat1on model of R18k and R18k calculation. 7E ) Z W 28 & 2 B, 55 IR B0 6T BT A 40 22 #3A% A é% o MIE N
T k),

0]

« We suggest the first phase of grace period need to be at least 3 to 4 years. HA1EZ N E — M BN TR E D FE 3 3| 4 £,
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